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Applies to: NVE/IPC Series
Level: Public

Summary

This document will show you how to change the company key.

In this document, we assume the company key of your device is default company key, 0x000000000000
and company key file is vid-cap.wrp that is located in (NVE SDK)\BIN\ProtectTool\.

Detailed Information

Step 1: Generate Company key using ProtectTool
1. Run ProtectTool.exe.

2. If you click ProtectTool->Generate->Generate Company Key, you can see “Generate Company key”
dialog box as follow figure.

3. Then, select the company key wrapping file by using Select path and type the Company key and
Company name and then press Generate.

Generate Company key

Dest file |D:'\N'\.-'E\N\.-'E SOk K617 W18 2ABINSTOOLS ProtectTaanl v1.0.65CapCo.wrp Select path

Company key |E|12345.¢\E\CDEF

Company name |Ca|:| Co Generate | Close ‘

@ Company key is hexadecimal number and must be 6 bytes.

Note

@ The available character type for Company name is alphabet, integer number,
space and “_’.
Note




4. You can see the dialog box as following and then press OK.

ProtectTool [‘S__<|
! E Success

5. You can see the dialog box as following and the press Encrypt.

Encrypt file

Company key |)OLS"-.PrDtEn:tT|:u:|I v1.0.685vid-cap.wrp Select

Campany name|C.ﬁ.F‘

Srefile |ApIMATOOLS'ProtectTool v1.0.64CapCo.wrp  Browse

Dest |:]LS"'-,F'FDtEDtTDD| wl.0.6NCapCo.wrp-CaP.enc  Browse

Encrypt | Close |

@ You have to select the company key that is identical to the company key

embedded on the device, which is normally previous version or default one.
Note

6. You can see the dialog box as following and the press OK.

ProtectTool E'

L "_q Success o encrypk file for cap
L

7. You can find the files that the wrapped company key of which file extension is .wrp and the encrypted
company key of which file extension is .enc..

Step 2: Updating Company key using the IPAdminTool

1. Run IPAdminTool and search the NVE you want to change the company key.



2. Execute System->Protection Update.

3. Then, you’ll see the below window. Then search the encrypted company key file by clicking the
Browse.

Protect file update [5__<|

Selected Device | | NVE4000(192.168.13.2) |

|D:\N'-.-'E"-.N'-.-'E SDK K617 Ul.B.Z\BIN\TODLS\PrDtd [ Browse |

Informmation
Type WIDO

Version |

|
Attribute  [ENCR |
|
|

Company |Cap

[ ]Force update

Ready... | Update | | Close |

4. If it completes, you would see the window box as below. Then, click ‘yes’.

IpAdminTool 3

1 ) Pratect update completed

If the company key used for encrypting is not identical to company key on device, IPAdminTool pops up

the dialog box as follow.
IpAdminTool X

L] E Failed to prokect update with [Error code:-36]
L

5. If you uploaded the brand file before changing company key, you need to upload the brand file that is
encrypted by new company key again. You do not need to update the kernel, web page and OCX.
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